MODULE IV FORENSICS ANALYSIS

Data Collection and Analysis — Validating Forensics Data — Addressing Data Hiding Techniques — Expert
Testimony in Digital Investigations - Mobile Device Forensics — Network Forensics - Email and
Social Media Investigations.

Determining What Data to Collect and Analyze

Examining and analyzing digital evidence depend on the nature of the investigation and the amount of
datatoprocess.Criminal  investigationsarelimitedtofindingdatadefined  inthesearch  warrant,andcivil
investigationsareoftenlimitedbycourtordersfordiscovery.Corp.- rateinvestigators mightbesearching for
company policy violations that require examining only specific items, such as e-mail. Therefore,
investigations often involve locating and recovering a few specific items, which simplifies and speeds

processing.

In the corporate environment, however, especially if litigation is involved, the company attar- nay often
directs the investigator to recover as much information as possible. Satisfying this demand becomes a
major undertaking with many hours of tedious work. These types of invest- ligations can also result in
scope creep, in which an investigation expands beyond the original description because of unexpected
evidence you find, prompting the attorney to ask you to examine other areas to recover more evidence.
Scopecreepincreasesthetimeandresourcesneededtoextract,analyze,andpresentevidence.Besureto
document any requests for add- tonal investigation, in case you must explain why the investigation took
longer than planned, why the scope widened during the course of the investigation, and so forth.

An employee suspected of industrial espionage can require the most work. You might need to set up a
small camera to monitor his or her physical activities in the office.You might alsoneed to plant a
softwareorhardwarekeylogger(forcapturingasuspect’skeystrokesremotely),andyouneedtoengage

thenetworkadministrator’sservicestomonitorInternetandnetworkactivities.Inthissituation,youmight want to
do a remote acquisition of the employee’s drive, and then use another tool to determine what peripheral

devices have been accessed.

1. For target drives, use only recently wiped media that have been reformatted and inspected for
computer viruses. For example, use ProDiscover Secure Wipe Disk, Digital Intelligence PDWipe, or

White Canyon Secure Clean to clean all data from the targetdriveyouplantouse.

2. Inventory the hardware on the suspect’s computer and note the condition of the computer when

seized. Document all physical hardware components as part of your evidence acquisition process.



3. For static acquisitions, remove the original drive from the computer, if practical, and then check the

date and time values in the system’s CMOS.

4. Record how you acquired data from the suspect drive note, for example, that you created a bit-
stream image and which tool you used. The tool you use should also create an MD5 or SHA-1 or better

hash for validating the image.

5. When examining the image of the drive’s contents, process the data methodically and logically.
List all folders and files on the image or drive. For example, FTK can generate a Microsoft Access
database listing all files and folders on a suspect drive. Note where specific evidence is found, and

indicate how it’s related to the investigation.

6. If possible, examine the contents of all data files in all folders, starting at the root directory of the
volume partition. The exception is for civil cases, in which you look for only specific items in the

investigation.

7. For all password-protected files that might be related to the investigation, make your best effort to
recover file contents. You can use password recovery tools for this purpose, such as Access Data

Password Recovery Toolkit (PRTK), NTI Password Recovery, or Pass ware KitEnterprise.

8.Identify the function of every executable (binary or .exe) file that doesn’t match known hash values.
Make note of any system files or folders, such as the System32 folder or its content, that are out of
place. If you can’t find information on an executable file by using a disk editor, examine the file to

see what it does and how it works.

9.Maintain control of all evidence and findings, and document everything as you progress through
your examination. ps to locate specific message Refining and Modifying the Investigation Plan In
civilandcriminalcases,thescopeisoftendefinedbysearch warrantsor subpoenas,whichspecify what data
you can recover. However, private sector cases, such as employee abuse investigations, might not
spec- ify limitations in recovering data. For these cases, it’s important to refine the investigation plan
as much as possible bytrying to determine what the case requires. Generally, you want the
investigation to be broad enough to encompass all relevant evidence, yet not so wide- ranging that

you waste time and resources analyzing data that’s not going to help yourcase.

Of course, even if your initial plan is sound, at times you’ll findthat you need todeviatefrom the plan

and follow where the evidence leads you. Even in these cases, having a plan that you deliberately



revise along the way is much better than searching for evidence haphazardly.

Suppose, for example, an employee is accused of operating an Internet-based side business using company
resources during normal business hours. You use this timeframe to narrow the set of data you’re searching,
and because you’re looking for unauthorized Internet use, you focus the search on temporary Internet files,
Internet history, and e-mail communicate- ion. Knowing the types of data you’re looking forat the
outsethelpsyou makethe bestuse of your time and prevents you from casting too wide a net. However, in the
course of reviewing e-mails related to the case, you might find references to spreadsheets or Word
documents containing financial information related to the sidebusiness. In this case,itmakes senseto broaden
the range ofdata you’relookingforto include these types of files. Again, the key is to start with a plan but

remain flexible in the face of new evidence.

UsingAccessDataForensicToolkittoAnalyzeData

So far, you have usedseveral different features of FTK;thissection goesinto moredetailon its search
and report functions. FTK can perform forensics analysis on the following file systems:

. MicrosoftFAT12, FAT16,andFAT32

. MicrosoftNTFS(forWindowsNT,2000,XP,andVista)

. Linux Ext2fsandExt3fs

FTK can analyze data from several sources, including image files from other vendors. It can also
read entire evidence drives or subsets of data, allowing you to consolidate large volumes of data
from many sources when conducting a computer forensics analysis. With FTK, you can store

everything from image files to recovered server folders on one investigationdrive.

FTK also produces a case log file, where you can maintain a detailed record of all activities during
your examination, such as keyword searches and data extractions. This log is also handy for
reportingerrors to Access Data. At times,however, you might not want the log featureturned on. If
you’re following a hunch, for example, but aren’t sure the evidence you recover is applicableto the
investigation,youmight  notwantopposingcounseltoseearecordofthisinformationbecauseheor  she
could use it to question your methods and perhaps discredit your testimony. (Chapter 15 covers
testimony issues in more detail.) Look through the evidence first before enabling the log feature to
record searches. Thisapproachisn’t meantto concealevidence;it’s aprecautiontoensurethat your

testimony can be used in court.

FTK has two options for searching for keywords. One option is an indexed search, which catalogs



all words on the evidence drive so that FTK can find them quickly. This option returns search
results quickly, although it does have some shortcomings. For example, you can’t search for
hexadecimal string values, and depending on how data is stored on the eve- dense drive, indexing
might not catalog every word. If you do use this feature, keep in mind that indexing an image file

can take several hours, so it’s best to run this process overnight.

The other option is a live search, which can locate items such as text hidden in unallocated space
that might not turn up in an indexed search. You can also searchforalphanumericand hexadecimal
values on the evidence drive and search for specific items, such as phone numbers, credit card
numbers, and Social Security numbers. Figure 9-1 shows the hits found during a live search of an
image of a suspected arsonist’s laptop. You can right-click a search hittoadd itto your bookmarks,

which includes the result in your final report.
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One of the most critical aspects of computer forensics is validating digital evidence because
ensuring the integrity of data you collect is essential for presenting evidence in court. Chapter 5
introduced forensic hashing algorithms, and in this section, you learn more about validating an
acquired image before you analyze it.

Most computer forensic tools such as ProDiscover, X-Ways Forensics, FTK, and Encase provide
automated hashing of image files. For example, when ProDiscover loads an image file, it runs a
hash and compares that value to the original hash calculated when the image was first acquired.
You might remember seeing this feature when the Auto Image Checksum Verification message
boxopensafteryouloadanimagefileinProDiscover.Computerforen-sicstoolshavesomelimitations  in
performing hashing, however, so learning how to use advanced hexadecimal editors is necessary to

ensure data integrity.

ValidatingwithHexadecimalEditors
Advanced hexadecimal editors offer many features not available in computer forensics tools,

such as hashing specific files or sectors. Learning how to use these tools is important, especially
when youneedtofindaparticularfile—forexample,aknowncontrabandimage.With thehash value in
hand, you can use a computer forensics tool to search for a suspicious file that might have had its
name changed to look like an innocuous file. (Recall that two files with exactly the same content
have the same hash value, even if they have different names.) Getting a hash value with a full-

featured hexadecimal editor is much faster and easier than with a computer forensics tool.

AddressingData-HidingTechniques

Data hiding involves changing or manipulating a file to conceal information. Data-hiding
techniques include hiding entire partitions, changing file extensions, setting file attributes to
hidden, bit-shifting, using encryption, and setting up password protection. Some of these

techniques are discussed in the following sections.

Hiding Partitions
One way to hide partitions is to create a partition and then use a disk editor, such as Norton
Disk Edit, to delete any reference to it manually. To access the deleted partition, users can edit
the partition table to re-create the links, and then the hidden partition reappears when the



computer is restarted. Another way to hide partitions is with a disk-partitioning utility, such as
G Disk, Partition Magic, System Commander,orLinuxGrandUnifiedBoot loader (GRUB),
which provides astartup menu where you can select an OS. Thesystem thenignores other

bootable partitions.

To circumvent these techniques, be sure to account for all disk space when you’re examining
an evidence drive. Analyze any disk areas containing space you can’t account for so that you
can determine whether they contain additional evidence. For example, in the following code,
DiskManagerrecognizestheextendedpartition(labeledEXTDOS)asbeing5381.1MB

(listed as Mbytes). The LOGDOS labels for partitions Ethrough Findicate that they’relogical
partitions that make up the extended partition. However, if you add the sizes of drives E and F,
the result is only 5271.3 MB, which is your first clue to examine the disk more closely. The
remaining 109.8 MB could be a previously deleted partition or a hidden partition. For this
example,thefollowingcodeshowstheletter—HItoindicateahiddenpartition.DiskPartitions

CylindersHeads Sectors Mbytes Sectors 251116616635495.8 11255328

Partition | Status | Type | Volume Mbytes System | Usage
Label

D: 1 PRIDOS | 109.8 FAT16 2%

2 EXTDOS |5381.1 98%

E 3 LOGDOS | 109.8 FAT16 2%

4 H LOGDOS | 109.8 FAT16 2%

F: 5 LOGDOS |5161.5 FAT32 94%

Windows creates a partition gap between partitions automatically; however, you might find a gap

that’s larger than it should be. For example, in Windows 2000/XP, the partition gap is only 63

sectors, so 109.8 MB is too large to be a standard partition gap. In Windows Vista,the gap is

approximately 128 sectors.



In Figure, you can see a hidden partition in Disk Manager, which shows itasanunknown partition.
In addition, the drive letters in the visible partitions are nonconsecutive (drive I is skipped), which

can be another clue that a hidden partition exists. Most skilled users would make sure this anomaly

doesn’t occur, however.
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Fig:Viewing ahiddenpartitionin Disk Manager

In ProDiscover, a hidden partition appears as the highest available drive letter set in the BIOS.
Figure 9-9 shows four partitions, similar to Figure 9-8, except the hidden partition shows as the
drive letter Z. To carve (or salvage) data from the recovered partition gap, you can use other

computer forensics tools, such as FTK or WinHex.

Fig:Viewingahiddenpartition in ProDiscover

MarkingBadClusters
Another data-hiding technique, more common in FAT file systems, is placing sensitive or

incriminatingdatain free orslack spaceon disk partition clusters.This techniqueinvolves usinga



disk editor, such as Norton Disk Edit, to mark good clusters as bad clusters. The OS then
considers these clusters unusable. The only waythey can be accessed from the OS is by changing

them to good clusters with a disk editor.

Bit-Shifting
Some home computer users developed the skill of programming in the computer manufacturer’s

assembly language and learned how to create a low-level encryption program that changes the
order of binary data, making the altered data unreadable when accessed with atext editor or word
processor. These programs rearrange bits for each byte in a file. Tosecure a filecontaining
sensitive or incriminating information, these users run an assembler program (also
calledamacro)onthefiletoscramblethebits. Toaccessthefile, theyrunanotherprogramthat restores the
scrambled bits to their original order. Some of these pro- gramsarestillused today

andcanmakeitdifficultforinvestigatorstoanalyzedataona suspect drive.

StartNotepad, andinatextdocument,type TEST FILE.Testfileistoseehowshifting bits will alter the
data in a file.

Savethefileas Bit_shift.txtinyourworkfolder,andexitNotepad.
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Start Hex Workshop. Click File, Open from the menu. Navigate to your work folder, and then



double-click Bit_shift.txt. Bit_shift.txt open in Hex Workshop.

TosetupHexWorkshopforthebit-shiftingexercise,clickOptions, Toolbarsfromthe menu. In the

Customize dialog box, click the Data Operations check box, and then clickOK.

Click the Shift Left button (<< icon) on the Data Operations toolbar. The Shift Left Operation
dialogboxopens,whereyouspecifyhow  youwanttotreatthedata,theorderingschemetouse  for
bytes, and whether you shift bits for selected text or the entire file.
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Fig: TheShiftLeftOperation dialogbox
1. ClickOKtoacceptthedefaultsettingsandshiftthebitsinBit_shift.txttotheleft.
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To return the file to its original configuration, shift the bits back to the right by clicking the Shift
Right button (>> icon) on the Data Operations toolbar. Click Ok to accept the default settings in
the Shift Right Operation dialog box. The file is displayed in its original format.

1. Save the file as Bit_shift_right.txt in your work folder, and leave Hex Workshop open for the
nextactivity. Now youcanuseHexWorkshoptofindtheMD5hashvaluesforthesethreefilesand
determine whether Bit_shift.txt is different from Bit_shift_right.txt and Bit_shift_left.txt. (You
could also use FTK or ProDiscover to find the MD5 hash values.) To check the MD5values in Hex

Workshop, followthese steps:

1. With Bit_shift_right.txt open in Hex Workshop, click File, Open to open Bit_shift.txt, and
then repeat to open Bit_shift_left.txt.

2. ClicktheBit_shift.txttabintheupperpanetomakeittheactivefile.

3. ClickTools,Generate ChecksumfromthemenutoopentheGenerateChecksumdialog box.In the
Select Algorithms list box, click MD5, and then click the Generate button. Copy the MD5 hash
value of Bit_shift.txt, shown in the lower-right pane, and paste it in a new text document in

Notepad.

4. Repeat Steps 2 and 3 for Bit_shift_left.txt and Bit_shift_right.txt, pasting their hash valuesin
the same text file in Notepad.

5. Compare the MD5 hash values to determine whether the files are different. When you’re
finished, exit Notepad and Hex Workshop.

Typically, antivirus tools run hashes on potential malware files, but some advanced malware
uses bit-shifting as a way to hide its malicious code from antivirus tools. With the bit-shifting
functions in Hex Workshop, however, you can inspect potential malicious code manually. In
addition, some malware that attacks Microsoft Office files consists of executable code that’s
embedded at the end of document files, such as Word documents, and hidden with bit- shifting.
When an Office document is opened, the malware reverses the bit-shifting on the executable

code and then runs it




Expert Testimony in Digital Investigations

Expert testimony refers to the evidence provided by an expert witness, who possesses
specialized knowledge, skills, or experience in a particular field. In digital investigations, this
often involves areas like cybersecurity, digital forensics, data analysis, and information
technology.

Key Roles of Expert Testimony

1.

3.

Clarifying Technical Concepts: Experts help juries and judges understand complex
digital evidence, such as data breaches, malware, encryption, and digital
communication logs.

Establishing Credibility: An expert’s qualifications, including education,
certifications, and relevant experience, lend credibility to their testimony. This can
significantly influence the outcome of a case.

Analysis and Interpretation: Experts analyze digital evidence and provide
interpretations that can help establish facts in a case, such as the authenticity of digital
documents, the origin of data breaches, or the timeline of events.

Assisting with Methodology: They explain the methodologies used in digital
investigations, including forensic techniques for recovering data, ensuring that the
processes used were valid and reliable.

Providing Recommendations: Experts may also suggest preventive measures or
remediation strategies based on their findings, which can be critical in civil cases
involving data security breaches.

Types of Digital Investigations

Cybercrime: Involves cases such as hacking, identity theft, or cyberstalking.
Intellectual Property Theft: Cases involving the unauthorized use of proprietary
information or trade secrets.

Corporate Investigations: Internal investigations into data leaks or employee
misconduct.

Litigation Support: In civil litigation, experts may analyze digital evidence related to
contract disputes, fraud, or negligence.

Preparing for Expert Testimony

Documentation: Thorough documentation of findings, methodologies, and
communications is essential for credibility.

Rehearsals: Experts often rehearse their testimony to ensure clarity and conciseness
when presenting complex information.

Staying Updated: Given the rapid pace of technological change, experts must
continually update their knowledge to provide relevant and accurate testimony.

Challenges

Daubert Standard: In the U.S., expert testimony must meet certain standards for
admissibility, including relevance and reliability (Daubert Standard).

Complexity of Technology: The rapidly changing nature of technology can make it
challenging for experts to remain current, which can affect their testimony.
Cross-Examination: Opposing counsel may challenge the expert’s qualifications or
the methodologiesused, requiring experts to be well-prepared for scrutiny.



Mobile Device Forensics

Mobile Device Forensics is defined as the process of extracting and analyzing information,
which had been stored in mobile devices. This field also incorporates some aspects such as
data gathering and storage, and archiving of data that is found on handheld devices
including smartphones, and tablets among others. This should be done in a way that doesn’t
destroy the relevance and credibility of the findings enabling it to be presented before the
courts if necessary.

Uses of Mobile Forensics

Military Applications: Mobile forensics is also important mainly for the
military as it helps collect information that might be vital for planning their
operations or for the prevention of potential threats. Thus, through the analysis
of mobile data military can get information about the activities of the enemy and
possible threats.

Corporate Investigations: Business entities use mobile forensics for Company
Name’s protection against fraud and its intellectual property. Surveys can be
conducted if there are concerns that, for instance, data has been stolen or
business resources misused. Also, organizations may surreptitiously check on
the mobile devices managed by their employees to check for any unlawful
activities.

Law Enforcement: Mobile forensics is considered an essential tool by law
enforcement agencies for the investigation of different crimes including identity
theft and homicide among others. It is therefore the ability to extract and search
information from mobile devices that can offer solid evidential foundation for
nail criminal investigations.

Process of Mobile Device Forensics

SEIZURE & ISOLATION

}

IDENTIFICATION

1

ACQUISITION

|
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‘ REPORTING

Seizure and Isolation: According to digital forensics, evidence should always
be adequately kept, analyzed, and accepted in a court of law. Mobile device



seizures are followed by a slew of legal difficulties. The two main risks linked
with this step of the mobile forensic method are lock activation and network /
cellular connectivity.

Identification: The identification purpose is to retrieve information from the
mobile device. With the appropriate PIN, password, pattern, or biometrics, a
locked screen may be opened. Passcodes are protected, but fingerprints are not.
Apps, photos, SMSs, and messengers may all have comparable lock features.
Encryption, on the other hand, provides security that is difficult to defeat on
software and/or hardware level.

Acquisition: Controlling data on mobile devices is difficult since the data itself
is movable. Once messages or data are transmitted from a smartphone, control is
gone. Despite the fact that various devices are capable of storing vast amounts of
data, the data itself may be stored elsewhere. For example, data synchronization
across devices and apps may be done either directly or via the cloud. Users of
mobile devices commonly utilize services such as Apple’s iCloud and
Microsoft’s One Drive, which exposes the possibility of data harvesting. As a
result, investigators should be on the lookout for any signs that data may be able
to transcend the mobile device from a physical object, as this might have an
impact on the data collecting and even preservation process.

Examination and analysis: Because data on mobile devices is transportable,
it’s tough to keep track of it. When messages or data from a smartphone are
moved, control is lost. Despite the fact that numerous devices can hold vast
amounts of data, the data itself may be stored elsewhere.

Reporting: The document or paper trail that shows the seizure, custody, control,
transfer, analysis, and disposition of physical and electronic evidence is referred
to as forensic reporting. It is the process of verifying how any type of evidence
was collected, tracked, and protected.

Mobile Device Forensics: Tools and Techniques

Tools

Several specialized tools are used in mobile device forensics, including:

EnCase Mobile Investigator: Provides the efficient ability to get the
information and analyze it.

Cellebrite UFED: Well recognized for its capability to crawl all sort of devices
and applications to collect data.

X1 Social Discovery: Specialized in extracting data from all forms of social
media, and online communication.

Techniques

Physical Extraction: Includes making a sector-to-sector copy of the storage of
the device in question.

Logical Extraction: Acquires information and resources by using the operating
system’s 1/0 API.

File System Extraction: A file system extractor, which is used to safely recover
data from file system which has been deleted.

What are the Scope of Mobile Device Forensics?
The scope of mobile device forensics extends to various areas including:
Criminal Investigations


https://www.geeksforgeeks.org/what-is-an-api/

Mobile device forensic investigation aids in proving various criminal incidences that
include theft, fraud, and acts of violence. This information includes call logs and text
messages, timeline and connection, and, location history.

Corporate Security

The fields where mobile forensics apply include corporate security where the primary
objectives are to counter internal fraud, theft of intellectual property, and unauthorized
access to data. It makes it easier to detect the inside threats and ensure that any sensitive
company information is well protected.

Legal Proceedings

Mobile device forensics means that in the process of obtaining evidence from mobile
devices, it has to be done in a way that is acceptable in a court of law. Most evidence
should be documented properly and handled well in order to preserve the credibility of
legal processes as well as give strength to the delivery of justice.

Civil Litigation

Mobile forensics is also relevant in civil law cases or in contract breaches and in
harassment claims. Communication data that can be retrieved from the mobile devices
include communication pattern and interaction concerning the case.

Regulatory Compliance

On industries under legal scrutiny, the mobile forensic assists in compliance with the set
legal requirements and or legal provisions. An audit can confirm ad hoc that data
management processes have been performed according to necessary specifications and that
evidence has been processed following relevant regulations.

The Benefits and Challenges of Mobile Device Forensics
Benefits
o Comprehensive Data Recovery: This is capable of retrieving different kinds of
details such as messages, calls and the location history.
e Crucial Evidence: Is valuable source of information which proves important
during legal and corporate investigation processes.
e Technological Advancements: The advancement in forensic tools provides
better solutions to increase its efficiency to collect data.
Challenges
o Data Encryption: Data usage is always limited by the employed strategies
of encryption.
o Legal Issues: Processing of mobile device evidence is a legal process that is
quite complicated.
o Data Synchronization: Data that are backed up in the cloud or synchronized
with other devices are not easily handled during the forensic

Network Forensics

Network forensics investigates network traffic patterns and data acquired while in transit in a
networked environment. It involves examining traffic data, logs, and other data that can be
used to investigate cybercrime, network security incidents, and data breaches. A network
forensic examination aims to identify and preserve digital evidence that can be used in a court
of law.

By analyzing records of network events provided by network forensics, law enforcement
agencies and cybercrime investigators can piece together communications and timelines to
better understand what happened during a crime or other mysterious event (Keumars, 2021).
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Analysts check for evidence of human communication, file tampering, and keyword usage,
among other indicators.
Network Forensics Examination Steps

When conducting a network forensic examination, it’s important to follow appropriate steps
to ensure that all evidence is collected and preserved. Here are the seven steps for the forensic
examination.

Identification

The first step of any forensic examination is to identify the scope of the investigation. This
will help determine what data needs to be collected and which tools will be required. The
identification process, which leads to the case’s resolution, significantly impacts the
following steps.

Preservation

After the scope of the investigation has been determined, it’s essential to take steps to
preserve the evidence. This includes making copies of any relevant data and storing it in a
safe location. All data should be collected in a manner that preserves its integrity and chain of
custody. The data is isolated to ensure that the digital evidence cannot be tampered with. This
also prevents anyone from using the device. You can use various applications for this task,
such as Autopsy and Encase.

Collection

The next step is to collect the data, which can be done manually or through automated tools.
In most cases, it’s best to use both methods. The manual collection involves going through
each file and logging relevant information. Automated collection, on the other

hand, uses specialized software to scan network traffic and extract data. Collection can also
be done through packet capture, full-packet capture, and NetFlow analysis.

Examination

Once the data has been collected, it’s time to examine it. This step involves analyzing the
data to look for patterns or anomalies indicative of a security incident. Any visible data is
tracked along with the metadata (GeeksforGeeks, 2022). The examiner also checks for any
indicators of compromise (I0Cs). 10Cs are specific characteristics that can be used to
identify an intrusion or malware. They can include IP addresses, file hashes, and domain
names.

Analysis

Investigators use the data they find in packets of network traffic to determine what happened
and why it’s important. The Security information and event management (SIEM) software
tracks network activity. The SIEM solutions also analyze log and event data in real-time to
enable threat monitoring, event correlation, and incident response (Lifars, 2020).
Presentation

The sixth step is to present the findings. This can be done in a report or presentation. The
report should include all relevant information, such as evidence of an intrusion, malicious
activity, or data exfiltration. It should also include any recommendations for improving
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security. The presentation should be clear and concise, highlighting the most important
findings. Investigators should also be prepared to answer questions from stakeholders.

Incident Response

Information obtained to validate and assess an attack or intrusion triggers a response. The
goal is to limit damage and performance impact, identify the root cause, eradicate it, and take
steps to prevent future incidents. The plan includes minimizing downtime, data loss, and
organizational impact.

Types of Tools Available

Several cyber forensic tools can be used for network forensics. These tools collect data from
various sources, including routers, switches, and servers. Let’s have a look at some of them
below:

o Packet capture tools: These tools capture and store network data for later
analysis. Examples include Wireshark, TCPDump, and Arkime (Jenifa, 2022).

o Full-packet capture tools: As the name suggests, these tools capture and store all
data passing through a network interface. Examples include NetWitness
Investigator and RSA NetWitness Platform.

o Log analysis tools: Splunk, ELK Stack, and Graylog help analyze log files from
devices on the network.

o NetFlow analysis tools: These tools analyze NetFlow data to identify traffic
patterns and anomalies. Examples include SolarWinds NetFlow Traffic Analyzer
and ManageEngine NetFlow Analyzer.

e SIEM tools: These provide a centralized view of log data from multiple devices on
the network. Examples include Splunk Enterprise Security and IBM
QRadar (Keary, 2022).

o Digital forensics platforms: RSA NetWitness Platform and Splunk Enterprise
Security, among other tools, provide a complete solution for network forensics,
including data collection, analysis, and reporting.

e Intrusion detection system tools: These detect and alert suspicious activity on the
network. Examples include Snort and Suricata.

Email and Social Media Investigations
Email investigations:

Email investigation in digital forensics is an essential process for uncovering evidence in
cases of cybercrime, data breaches, fraud, and workplace misconduct. It involves collecting,
analyzing, and preserving email data to reconstruct events, identify perpetrators, and provide
critical insights for legal or internal investigations. Here’s a closer look at the main stages and
techniques of email investigation within digital forensics.
1. Purpose of Email Investigations in Digital Forensics

e Uncovering Fraud and Misconduct: Emails may contain documentation of fraud,

unauthorized data sharing, harassment, or other forms of workplace misconduct.
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Cybercrime Detection: Email is a common attack vector for phishing, malware
distribution, and social engineering. Investigations can trace attacks back to specific
emails and identify the attackers.

Tracking Insider Threats: Emails provide a digital trail that can reveal data leaks,
sabotage, or theft committed by employees.

2. Steps in an Email Forensic Investigation

Data Acquisition: Forensic investigators collect emails from servers, user devices,
and cloud services using tools that preserve the original format. This stage requires
careful handling to maintain the integrity of the data.

Preservation and Chain of Custody: The emails must be preserved exactly as they
were found. Investigators typically create a forensic image or clone of the email data
and document every step to establish a clear chain of custody.

Header Analysis: Email headers provide metadata such as sender, recipient, date,
time, and the servers through which the email traveled. Key aspects include:

o Source and Destination I[P Addresses: These help track the sender’s location.

o Message IDs: These unique identifiers can detect forgery or email spoofing.

o Timestamp Validation: This helps create an accurate timeline of events.
Content Analysis: Forensic examiners analyze the body of the email, attachments,
and embedded links. Key areas include:

o Keywords and Phrases: Relevant keywords can reveal intent or critical details

about the events.

o Malicious Links or Attachments: Attachments may contain malware or

phishing links.

o Metadata in Attachments: Attachments may contain metadata indicating who

created, edited, or accessed them.
Attachment Analysis: Attachments can be analyzed for malware or additional
evidence. Techniques include:

o File Signature Analysis: Confirms that files are what they claim to be and

detects any hidden files.

o Malware Sandboxing: Allows the attachment to be run in a controlled

environment to examine its behavior.
Correlation with Other Data Sources: Emails are often cross-referenced with other
data, such as chat logs, call records, and access logs, to build a complete picture of
events.

3. Forensic Tools for Email Investigation

Email Parsing and Analysis Tools: Software such as FTK (Forensic Toolkit),
EnCase, and Magnet AXIOM allow for comprehensive analysis of email data from
various platforms, including Outlook, Gmail, and Exchange.

Header Analyzers: Tools like MailXaminer and eMailTrackerPro specialize in
breaking down email headers to detect spoofing, trace origins, and verify sender
identities.

Metadata Extractors: Tools that can extract metadata from emails and attachments
help investigators verify timelines and detect anomalies.



4. Challenges in Email Forensics

Deleted or Altered Emails: Recovering deleted emails or identifying altered emails
can be challenging, but forensic tools often allow investigators to recover deleted data
unless it’s been overwritten.

Encryption: Emails may be encrypted, requiring access to keys or cooperation from
service providers to decrypt.

Volume of Data: Large-scale investigations may involve analyzing thousands of
emails, requiring automation and advanced filtering techniques.

Anonymization and Spoofing: Spoofed emails or anonymized services can make it
challenging to identify the real sender, but header analysis and IP tracking can
sometimes reveal clues.

Social Media Investigations:

1.Key Components of a Social Media Forensic Investigation

Data Collection and Preservation: Social media data must be collected in a way that
maintains its integrity. This often involves creating forensic copies or snapshots of
profiles, posts, and interactions to ensure evidence is admissible in court.
Metadata Analysis: Metadata from posts and images can include information such as
the time, date, location, and device used. This information is crucial for:
o Location Tracking: Confirming where a person was at a specific time.
o Timestamp Validation: Verifying when specific interactions or posts were
made.
Content Analysis: Posts, images, videos, and comments are analyzed for relevant
information, such as:
o Keywords and Phrases: For identifying intent, threats, or specific discussions
related to a case.
o Image Analysis: Photos may contain clues in the background, location data,
or other identifying information.
o Sentiment and Emotion Analysis: In cases of harassment or threats,
analyzing the tone of posts and comments can provide insights into the intent.
Cross-Referencing and Link Analysis: Social media connections, such as friend
lists, followers, or group memberships, can reveal networks of people involved in or
aware of the activities under investigation.

2. Tools Used in Social Media Forensics

Open-Source Intelligence (OSINT) Tools: Tools like Maltego, Social Links, and
Hunchly allow investigators to collect and analyze social media data across multiple
platforms, track connections, and conduct network analysis.

Web Archiving Tools: Tools like WebPreserver and ArchiveSocial create snapshots
of social media pages and posts, preserving them as admissible evidence.

Metadata Extractors: Tools like ExifTool can be used to analyze metadata
embedded in images and videos posted on social media to gather details about
location, date, and device used.



Sentiment Analysis Software: Text analysis tools, often powered by Al, analyze the
tone of posts and messages, helping to detect aggressive, threatening, or emotional
content relevant to the investigation.

3. Challenges in Social Media Investigations

Data Privacy and Compliance: Social media platforms have privacy policies and
legal restrictions that limit what data can be accessed without user consent.
Investigators must navigate these laws, often needing warrants or court orders.

Data Deletion and Ephemerality: Many social media platforms allow users to delete
or edit posts, and some (like Snapchat) are designed for ephemeral content, making
evidence collection challenging.

Anonymity and Fake Accounts: Social media platforms allow users to create
accounts with false information, making it challenging to verify identities and track
individuals.

Platform Variability and Access Limitations: Each social media platform has its
own data storage, access limitations, and format, making it difficult to conduct a
consistent investigation across multiple sites.

4. Applications of Social Media Forensics

Cyberbullying and Harassment Cases: Posts, comments, and messages can provide
evidence of cyberbullying or harassment and help law enforcement identify
perpetrators.

Alibi Verification and Timeline Establishment: Investigators can use social media
posts to verify a suspect’s alibi or establish a timeline of events.

Brand Protection and IP Theft: Companies can use social media forensic
investigations to detect brand misuse, counterfeit goods, or unauthorized information
leaks.

Threat Intelligence and Incident Response: Law enforcement agencies may
monitor social media to detect potential threats, especially during critical events or in
cases of online radicalization.



